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Abstract: The project recognizes the pervasive threat
of computer viruses, malware, and hostile attacks on
computer networks, highlighting the critical role of
intrusion detection as a proactive defense technology.
The project introduces a novel approach based on
deep learning to identify and mitigate cybersecurity
vulnerabilities and breaches in loT-driven cyber-
physical systems, aiming for enhanced security
measures. The project's objective is to elevate
intrusion detection beyond the limitations of
traditional systems by addressing issues like
accuracy, detection effectiveness, and reducing false
positives. This emphasizes the advancement and
innovation in cybersecurity. To achieve the project's
goals, the method employs a generative adversarial
network, a cutting-edge deep learning technique.
Additionally, it distinguishes itself by contrasting
unsupervised and deep learning-based discriminative
approaches, showcasing a comprehensive and
effective approach to cybersecurity.In our project, we
successfully implemented an ensemble method to
boost predictive accuracy by integrating multiple
individual models. Particularly noteworthy is the
inclusion of a hybrid architecture, combining
Convolutional Neural Networks (CNN) and Long
Short-Term  Memory  (LSTM), denoted as
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CNN+LSTM. This hybrid model achieved an
impressive accuracy of 99% when applied to the
KDD-Cup dataset, underscoring the efficacy of our
ensemble technique for intrusion detection in loT-

based cybersecurity infrastructures.

Index terms -Cybersecurity, Internet of Things,
intrusion detection system (IDS), anomaly detection,

security attacks, deep learning.

1. INTRODUCTION

Deep learning (DL) methods are used with different
operators, which become beneficial for distinct
mechanisms, especially the artificial neural network
(ANN). It comprises three layers: input, output, and
hidden [2], [3]. However, in DL, each layer is in a
nonlinear fashion, which sent responses based on the
data provided through input layers. Recently, DL
approaches have been frequently used to discover
graphic recognition, image processing, signal
processing, and voice and audio recognition.
Substantially, DL learning approachesare widely used
in medicine for genomics and diseases [4]. The
structure and functionality of the DL methods use
complex data organization (such as images, text, and

numbers hierarchy) and illustrate how to manage big
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data with forward, and back backpropagation
methods focused. In addition, the other question
raises how devices change the values and
hyperparameters with dimensions to compute the
Size of samples rendering the different layers.
Successful methods make a minor difference between
testing and training presentation and representation.
The outdated wisdom characteristics result from a
minor deviation from the family’s usual quality and
structural approaches to training [5]. Due to the
reasons assumed and adopted DL methods in many
areas,privacy and security concerns are critical. In DL
methods, the key issue is data movement, where data
is transferred between encrypted forms in training,
testing, and interface modules. In addition, the DL
prevailing in all models for the training part relies on
enormous data, confidential and sensitive data for the

user, primarily training data [6].

Intrusion detection systems (IDS) are part of a
system’s subsequent protection line. [7]. IDS is an
observing system that detects suspicious activities
and produces alerts when they are detected and
implemented in conjunction with security concerns
and procedures such as authentication, security
system and encryption approaches to strengthen
security against cyber-attacks. Employing a variety of
benign traffic/ normal flow patterns and precise
attack-specific rules, IDS can distinguish between
harmful and non-malicious activity [8]. Data mining
is used to describe and deploy IDSs with robust
behaviour with higher accuracy than traditional IDS
that may impact modern, sophisticated cyber-attacks.
[9]. Businesses are growing increasingly worried
about securing critical infrastructure (CI), especially
Internet Industrial Control Systems (lICs), as the

number of devices used in lloThased setups is
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continuously rising [4]. Industrial Control Systems
(ICS) are a collection of hardware, software,
operators, and links that are used to manage essential
control functions and accomplish complex tasks. In
the literature, several intrusion detection systems
(IDS) have been developed to identify online attacks
on 1ICSs networks. However, there are some
significant flaws in the methodologies and evaluation
metrics of the majority of the current IDSs. To
address the issues of poor detection rate and high
false positive rates (FPR), this work provides an
effective IDS for lloT-powered 1ICs utilising deep-
autoencoder-based LSTM model/method.

The DL methods must not reveal essential or secret
information. An intrusion detection device is
frequently a software application utility or a physical
device that watches for intrusions by arriving and
departing community visitors for signs of malicious
activity or violations of security standards. Intrusion
detection systems and IDS products are sometimes
compared to intruder alarms, alerting administrators
of any activity that might damage data or network
infrastructures. IDS tools search for unusual
behaviour or indicators of a capability compromise
by examining the packets that move through your
community and the network visitor styles to detect
any irregularities. Intrusion detection structures are
primarily passive, albeit a few intrusion detection
structures can intervene when they identify harmful
conduct. Overall, they’re mainly intended to acquire
real-time visibility during times of capacity
community compromises. Numerous IDS products
will respond differently depending on the type of
intrusion detection equipment that has been deployed.
For instance, a network intrusion detection system,

also known as NIDS [10], will strategically put
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sensors throughout the network. These sensors will
then detect community visits without causing
performance issues or blockages. Host-based
complete intrusion detection systems (HIDS) operate
on specific gadgets and servers that are only helpful

in tracking visits to those specific gadgets and hosts

[71
2. LITERATURE SURVEY

With the rise of sophisticated cyber attacks, there is
growing interest in developing robust defense
mechanisms against adversarial threats. Zhou et al.
[23] investigated hierarchical adversarial attacks
against graph neural network-based loT network
intrusion detection systems. Their work underscores
the importance of enhancing the robustness of ML-
based cybersecurity solutions against adversarial

manipulations.

Deep learning methods have brought about a
significant revolution in computer science, offering
powerful solutions across various fields such as
Natural Language Processing (NLP), machine
learning, computer vision, and speech/audio
processing. In the realm of visual data analytics,
Convolutional Neural Networks (CNNs) have
demonstrated remarkable performance in tasks like
picture categorization, object identification, and
video motion monitoring. Initially proposed for
simple picture recognition, CNNs have evolved into
complex architectures with hierarchical structures,
incorporating both linear and nonlinear layers, with
shared weights and direct connections. Notably,
LeNet-5, one of the early CNN architectures,
comprised two convolutional layers, each followed
by a sub-sampling layer, culminating in a convolution

for class prediction. As hardware technologies
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advanced, particularly with the advent of GPUs,
CNNs found widespread applications in various
scientific and real-world scenarios [2], [11], [12],
[13], [14], [15], [16], [17].

Recent research in intrusion detection has
emphasized the importance of datasets and features in
training effective detection models. A comprehensive
study on intrusion detection datasets, comprising 34
datasets and 15 features each, was conducted to
categorize traits into five categories: well-known
data, assessment, recording environment, recording
volume, and recording type [16]. Furthermore,
various machine learning methodologies have been
employed in intrusion detection systems, categorized
based on the types of datasets used: packet-level data,
network packet data, and accessible datasets [8], [17],
[18], [19], [20]. Computational cost, particularly in
terms of running time, has also been analyzed in
malware detection approaches that utilize feature

extraction and machine learning techniques.

In the context of the interconnected Internet of
Things (loT), several studies have conducted
comparative  analyses of intrusion detection
techniques. These analyses encompassed aspects such
as detection approach, Intrusion Detection System
(IDS) placement strategy, and security threats
specific to 10T environments [20], [21], [22], [23],
[24], [25], [26]. By assessing primary factors like
workloads, metrics, and approaches, these studies
aimed to identify common practices in cybersecurity

intrusion detection for 10T systems.

Deep learning algorithms have emerged as a
promising approach for cybersecurity intrusion
detection. Several research works have explored the

application of deep learning in this domain [23], [28]-
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[31]. However, there remains a gap in the literature
regarding a comprehensive comparison of deep
learning algorithms on intrusion detection datasets.
Our research aims to address this gap by conducting
an in-depth examination of deep learning
methodologies, datasets, and comparative analyses,
contributing to the advancement of intrusion
detection systems [30], [31], [32], [33].

In summary, deep learning methods offer significant
potential for enhancing intrusion detection systems,
particularly in the context of evolving cyber threats
and complex network environments. By leveraging
sophisticated architectures and large-scale datasets,
deep learning approaches can improve the accuracy
and efficiency of intrusion detection, ultimately
enhancing cybersecurity posture across various
domains.

3. METHODOLOGY
i) Proposed Work:

The proposed system utilizes deep learning with a
generative adversarial network to significantly
enhance cybersecurity detection in loT-enabled
cyber-physical systems, achieving high accuracy,
maintaining data privacy, and ensuring ease of
deployment [8, 9]. The proposed system markedly
enhances cybersecurity threat detection accuracy. It
leverages deep learning, improving intrusion
detection in complex settings. And also preserves
critical data privacy and integrity for security. In our
project, we successfully implemented an ensemble
method to boost predictive accuracy by integrating
multiple individual models. Particularly noteworthy
is the inclusion of a hybrid architecture, combining
Convolutional Neural Networks (CNN) [2], [11],
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[12], [13], [14], [15], [16], [17] and Long Short-Term
Memory (LSTM), denoted as CNN+LSTM. This
hybrid model achieved an impressive accuracy of
99% when applied to the KDD-Cup dataset,
underscoring the efficacy of our ensemble technique
for intrusion detection in loT-based cybersecurity
infrastructures. The integration of a Flask-based user
interface ensures practicality, offering a user-friendly
testing environment, while secure authentication
enhances the overall cybersecurity of the system.
This amalgamation of advanced model architectures
and user-friendly features positions our project as a
robust and efficient solution for real-time intrusion

detection in loT-driven cybersecurity domains.

ii) System Architecture:

The system architecture for the project "Detection of
Real-Time Malicious Intrusions and Attacks in 10T
Empowered CyberSecurity Infrastructures™” follows a
structured approach. It begins with dataset
exploration to understand and identify key features,
proceeds with data preprocessing to prepare the
dataset for model training, and then splits the data
into training and testing sets. The core of the
architecture involves building machine learning
models, including a hybrid CNN+LSTM model and a
standalone CNN model[2], [11], [12], [13], [14],
[15], [16], [17], to learn patterns and representations
for intrusion detection. Model evaluation is
performed using the testing set, assessing metrics like
accuracy and precision, followed by a comprehensive
analysis of model performance. The integration of
CNN+LSTM showcases a commitment to leveraging
both spatial and temporal information for enhanced
intrusion detection in real-time within loT-driven

cybersecurity environments.
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EXPLORING THE DATASET

Multitask

Fig 1 Proposed architecture

iii) Dataset collection:

Here, the project dives into the datasets that are
crucial for training and evaluating the intrusion
detection system. Different datasets (KDDCUP99,
NSL KDD, UNSW-NB15) are explored to
understand their contents, features, and structure.
This step helps in gaining insights into the data that is

being worked with..

duration protocol_type service flag src_bytes dst bytes land wrong_fragment urgent het .. dst_host srv_count

] tp  htp SF 184 5450 0 0 0
4 tp  htp SF 239 436
[ w©p  hmp SF 235 1337
o
[

o o o

0
0 0
0 0 0. 20
tp  htp  SF 219 1337 0 0
0 0

=

tp  htp SF 217 2032
494018 tcp  htp SF 310 1881
494017 fp  hip  SF 282 2286
404010
494020

tp  htp SF ES 1200

o o o oo
o o o o

[ 0
0 0

494018 0 tp  htp SF 203 1200 0 255
0 0
[ 0

tp  htp SF 219 121

494021 rows x 42 columns

Fig 2 KDDCUP dataset

KDDCup99, NSL-KDD and UNSW-NB15 are the
most popular and widely used datasets in academic
research to evaluate the different malicious activities
and detect diverse attacks. The NSL-KDD dataset is
the extension of KDD99, it reduces the shortcomings
of the old version dataset, precisely, it not only
focuses to reduce the redundant data from training
and testing but also sets the number of records in

training and testing sets. The dataset has 42 features
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and is divided into 3 categories, traffic features,
content features and content features. The KDDCup
99 dataset is one of the popular datasets in 10T with
cybersecurity [33], [34], [35], [36], [37], [38], [39],
[40]. This dataset provides labelled and unlabeled
training and testing data, and it originated from the
evaluation program DARPA98 IDS with corresponds
to seven and two weeks [33]. The UNSW-NB15
dataset was created by perfectStorm (IXIA) in
collaboration with the UNSW Cyber Range Lab to
generate moderately aggressive activities and attacks.
In dataset, each record in the collection has 47
features, divided into 10 types, including Backdoors,
DoS, Analysis, Exploits, Generic, Reconnaissance,
Fuzzers for Abnormal Activity, Shellcode, and

Worms.

iv) Data Processing:

Data processing involves transforming raw data into
valuable information for businesses. Generally, data
scientists process data, which includes collecting,
organizing, cleaning, verifying, analyzing, and
converting it into readable formats such as graphs or
documents. Data processing can be done using three
methods i.e., manual, mechanical, and electronic. The
aim is to increase the value of information and
facilitate decision-making. This enables businesses to
improve their operations and make timely strategic
decisions. Automated data processing solutions, such
as computer software programming, play a
significant role in this. It can help turn large amounts
of data, including big data, into meaningful insights

for quality management and decision-making.

v) Feature selection:
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Feature selection is the process of isolating the most
consistent, non-redundant, and relevant features to
use in model construction. Methodically reducing the
size of datasets is important as the size and variety of
datasets continue to grow. The main goal of feature
selection is to improve the performance of a
predictive model and reduce the computational cost

of modeling.

Feature selection, one of the main components of
feature engineering, is the process of selecting the
most important features to input in machine learning
algorithms.  Feature selection techniques are
employed to reduce the number of input variables by
eliminating redundant or irrelevant features and
narrowing down the set of features to those most
relevant to the machine learning model. The main
benefits of performing feature selection in advance,
rather than letting the machine learning model figure

out which features are most important.
vi) Algorithms:

CNNs are specialized for processing grid-like data
such as images. They use convolutional layers to
automatically and adaptively learn spatial hierarchies
of features from the input data. CNNs are widely

used in image and video recognition tasks.

verbose, epoch, batch_size = 1, 109, 4
activationFunction="relu’

def CNN():

cnnmodel = Sequential()

cnnmodel . add(ConviD(filters=128, kernel_size=2, activation='relu',input_shap
cnnmodel . add(MaxPooling1D(pool_size=2))

cnnmodel . add(Dropout(rate=6.2))

cnnmodel . add(Flatten())

cnnmodel . add(Dense(5, activation='softmax'))

cnnmodel . compile(optimizer="adam', loss='categorical_crossentropy',metrics=[
cnnmodel . summary()

return cnnmodel

cnnmodel = CMN(‘:‘

Fig 3 CNN
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RNNs are designed to work with sequential data by
maintaining an internal state or memory. They
process inputs in a way that information cycles
through a loop, allowing the network to consider
previous context. This makes them suitable for tasks

involving sequences or time-series data.

def create_model(input_shape)

d
model

Sequential()

model.add(LSTM(32, input_shape=input_shape, activation='relu’, return_sequences=True))
mode1. add(Dropout (d))

model.add(LSTM(64, input_shape=input_shape, activation='relu’, return_sequences=True))
model. add(Dropout(d))

model.add(LSTM(128, input_shape=input_shape, activation='relu’, return_sequences=True))
model. add(Dropout (d))

model. add(LSTM(256, input_shape=input_shape, activation='relu’, return_sequences=False))
mode1. add(Dropout (d))

model.add(Dense(32,kernel_initializer="uniform",activation="'relu’))
model.add(Dense(1,kernel_initializer="uniform",activation="linear'))

¢ compile model
= tf.keras.optimizers.Adam(learning_rate=8.001, decay=0.00801)

#model . compile
return model

model = create_model(input_shape=(14,1))

#print(model . summary())

Fig 4 RNN

Combining CNN and LSTM leverages CNN's ability
to capture spatial features from data (e.g., images)
and LSTM's capability to understand and retain
temporal dependencies. This hybrid approach is
effective for tasks involving both spatial and
sequential data[2], [11], [12], [13], [14], [15], [16],
[17].

inport tensorflow as tf
tf keras.backend. clear_session()

model_en = tf.keras.models.Sequential([tf.keras.layers.ConviD(filters=64,kernel_size=5,strides=1,padding="causal",
tf.keras. layers.MaxPoolinglD(pocl_size=2, strides-1, padding="valid"},
tf.keras. layers.ConviD(filters=32, kernel_size=3, strides=1, padding="causal”, activation="relu"),
tf.keras. layers. MaxPooling1D(pocl_size=2, strides=1, padding="valid"),
tF.keras. Jayers.LSTH(128, return_sequences=True),
tf keras. Jayers.Flatten(),
tf.keras.layers.Dense(128, activations"relu"),
tf.keras. layers.Dropout(@.2),
tf.keras.layers.Dense(32, activation="relu"),
tf.keras. layers.Dropout(e.1),
tf.keras.layers.Dense(S)
)]

1r_schedule = tf.keras.optimizers.schedul ialDecay(Se-¢,
decay_steps=1000008,
decay_rate=8.98,

staircasesFalse)
mode]_en.compile(loss=tf. keras.losses.MeanSquaredError(),
optimizer=tf.keras.optimizers.56D(learning_rate=1r_schedule, momentum=6.8),
metrics=['acc'])
model_en. summary()

Fig5CNN + LSTM
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RBM is a generative stochastic artificial neural
network used for unsupervised learning. Combining
CNN with BiIGRU suggests using a mix of
convolutional layers for feature extraction (CNN) and
bidirectional gated recurrent layers (BiGRU) to
capture sequential patterns, potentially for complex

pattern recognition tasks.

import tensorflow as tf
tf.keras. backend .clear_session()

modell = tf.keras.models.Sequential([tf.keras.layers.ConvID(filters=128,kernel size=5,strides=1,padding="causal",:
tf keras. layers .MaxPoolinglD(poal_size=2, strides=1, padding="valid"),
tf keras.layers.ConviD(filters=64, kernel size=3, strides=1, padding="causal”, activation="relu"),
tf.keras. layers.MaxPoolinglD(pool_size=, strides=l, padding="valid"),
tf.keras.layers.ConviD(filters=32, kernel_size=3, strides=1, padding="causal®, activation="relu"),
tf.keras. layers.MaxPooling1D(pool_size=2, strides=1, padding="valid"},
tf . keras.layers.Bidirectional(tf.keras,layers.GRU(128, return_sequences=True)),
tf.keras. layers.Flatten(),
tf keras. layers.Dense(128, acuvation:"r—elu”),\
tf keras. layers Dropout (6.2),
tf.keras. layers.Dense(32, activation="relu*),
tf . keras, layers.Dropout(0.1),
tf . keras.layers.Dense(5)

D

Ir_schedule = tf.keras.optinizers. schedules. ExponentialDecay(5e-d,
decay_steps=1000600,
decay_rate=0.93,
staircase=False)

model1. compile(loss=tf. keras. losses.MeanSquarederror( ),
optimizer=tf.keras.optimizers.S6D(learning rate=lr_schedule, momentun=h.2),
metrics=[ 'acc'])

model1, summary()

Fig 6 RBM

DNNs consist of multiple layers of interconnected
nodes, and when organized in a multi-layer
perceptron architecture, they are great at learning
intricate patterns and features from the data. They are
widely used in various machine learning tasks for

classification and regression.

# encode the train data

X_train_encode = encoder.predict(X_train)

# encode the test data

X_test_encode = encoder.predict(X_test)

## So effectively , its like dimensinality reduction or feature extraction

# define the model

from sklearn.neural_network import MLPClassifier

model = MLPClassifier(random_state=1, max_iter=380)

## specifying max_iter = 260 , to avoid the CONVERGENCE WARNING

## Why do we get CONVERGENCE WARNING ?

## because the model has converged already , but our Loop is still training ovwr many epochs.
## Reduce the epochs

# fit the model on the training set
model.fit(X_train_encode, y_train)

# make predictions on the test set
yhat = model.predict(X_test_encode)

# calculate classification accuracy
acc = accuracy_score(y_test, yhat)

Fig 7 DNN with MLP
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4. EXPERIMENTAL RESULTS

Precision: Precision evaluates the fraction of
correctly classified instances or samples among the
ones classified as positives. Thus, the formula to

calculate the precision is given by:

Precision = True positives/ (True positives + False
positives) = TP/(TP + FP)

True Positive

Precision = — —
True Positive+False Positive

Classification Performance

CNN LSTM

DHNM

REM

RNM

CNM

T T
0.0 0z 04 0.6 0.8 10
Precision Score

Fig 8 Precision comparison graph

Recall:Recall is a metric in machine learning that
measures the ability of a model to identify all
relevant instances of a particular class. It is the ratio
of correctly predicted positive observations to the
total actual positives, providing insights into a
model's completeness in capturing instances of a

given class.

TP
TP+ FN

Recall =
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Classification Performance

CNN LSTM

DM 4

REM -

RNN 1

CNM

T
0o 0z 04 06 035 10
Recall Score

Fig 9 Recall comparison graph

Accuracy: Accuracy is the proportion of correct
predictions in a classification task, measuring the

overall correctness of a model's predictions.

TP+TN
TP+ FP+TN+ FN

Aecuracy =

Classification Performance

CNN LSTM

DNMN

REM

RNM

CNN

T T
o0 0z 04 o6 08 10
Accuracy Score

Fig 10 Accuracy graph

F1 Score: The F1 Score is the harmonic mean of
precision and recall, offering a balanced measure that
considers both false positives and false negatives,
making it suitable for imbalanced datasets.

Recall x Precision
F1 Score = 2 % — = 100
Recall + Precision
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Classification Performance

CNN LSTM

DNM

REM

RNM

CNN

T
0.0 02 04 06 08 10
F1 Score

Fig 11 F1Score

CNN 0.989 0.994 0.989 0.991
RNN 0.793 1.000 0.793 0.885
RBM 0.991 0.993 0.991 0.992
DNN 0.994 0.994 0.994 0.994
Extension
CNNALSTM 1.000 0.993 0.990 0.992

Fig 12 Performance Evaluation

'WELCOME TO DASHBOARD

Detection of Real-Time Malicious
Intrusions Attacks in loT Empowered
Cybersecurity Infrastructures

Fig 13 Home page
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NEW ACCOUNT?

X Username
.% Name
B Mail

% Phone Number

& Password

REGISTER

Already have an account? Sign in

Fig 14 Signin page

ADD ACCOUNT?

[= admin

ﬁ eeeoe

L

LOGIN

Register here! Sign Up

Fig 15 Login page
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dst_host_count

dst_host_srv_count

dst_host_same_srv_rate

dst_host_diff_srv_rate

dst_host_same_src_port_rate

dst_host_srv_diff_host_rate

Predict

Fig 16User input

Result: There is No Attack Detected and Its Normal!

Fig 17 Predict result for given input
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5. CONCLUSION

The project places a significant emphasis on the
efficacy of utilizing deep learning techniques such as
Recurrent Neural Networks (RNN), Convolutional
Neural Networks (CNN)[2], [11], [12], [13], [14],
[15], [16], [17], and Deep Neural Networks (DNN)
for early detection of cyber-attacks and identification
of malware. By leveraging the capabilities of deep
learning, the project showcases its potential to
significantly enhance  cybersecurity — measures,
providing a proactive approach to identifying and
mitigating threats. Among the various models
employed, the extension CNN + LSTM ensemble
model stands out by achieving an impressive 99%
accuracy. This remarkable result underscores the
robustness and adaptability of the ensemble model in
real-time  scenarios. The  combination  of
Convolutional Neural Networks (CNN) and Long
Short-Term Memory (LSTM) networks proves to be
a powerful solution for achieving high accuracy in
cyber-attack detection, showcasing the effectiveness
of ensemble techniques. The integration of the system
with Flask contributes to user-friendly deployment,
enhancing accessibility and practicality for improving
online security. The Flask framework provides a
streamlined and intuitive interface, making it easier
for users to deploy and interact with the cybersecurity
system. This user-friendly aspect enhances the
overall usability of the system, ensuring its practical
application in real-world scenarios. The project
serves as a stepping stone for future advancements in
the field, suggesting avenues for more advanced deep
learning integration and emphasizing the need for
stronger Intrusion Detection Systems (IDS). The
focus on real-time detection and classification of

malicious activities highlights the project's forward-
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looking approach, setting the stage for continuous
improvement in enhancing cybersecurity measures

through innovative technologies.

6. FUTURE SCOPE

Future advancements may involve exploring and
incorporating more advanced deep learning
techniques and transfer learning approaches. This
could lead to more sophisticated models, improving
the system's ability to detect complex cyber threats
efficiently.  The  potential  for  widespread
implementation of the proposed system in various
companies, including multinational corporations,
showcases its scalability and applicability. This could
significantly enhance cybersecurity measures for
organizations, protecting their valuable assets from
potential cyber threats. The integration of edge
computing represents a future direction that optimizes
real-time threat detection by processing and
analyzing data closer to the 10T devices [23]. This
approach reduces latency, enhances responsiveness,
and optimizes network resources, ultimately
bolstering the system's efficiency in identifying and
mitigating cyber threats in real-time. The adoption of
federated learning in the future can revolutionize the
model training process. By allowing collaborative
training without sharing raw data, it preserves data
privacy while improving the accuracy and robustness
of the global model. This collaborative approach can
be a game-changer in enhancing the overall

cybersecurity of 10T systems.
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