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ABSTRACT

Digital image forgery poses a significant threat to the integrity of visual content,
necessitating robust and efficient forgery detection mechanisms. This project
introduces an innovative approach to image forgery detection through the fusion of
lightweight deep learning models. Leveraging architectures like SqueezeNet,
MobileNetV2, and ShuffleNet, the proposed system achieves a delicate balance
between accuracy and computational efficiency. The fusion methodology enhances
the system's resilience against a variety of forgery techniques, ensuring
comprehensive analysis of diverse image features. Experimental results demonstrate
the system's efficacy in identifying manipulated images, making it suitable for real-
time applications. This project not only contributes to the evolving landscape of
multimedia forensics but also provides a resource-efficient solution for combating the
rising threat of digital image manipulation.
I. INTRODUCTION evolving sophistication of manipulation
techniques. This project addresses this

In the era of digital content creation and . .
challenge by proposing a novel image

dissemination, the integrity of visual .
gnty forgery detection system based on the

information is paramount. However, the

fusion of lightweight deep learning

increasing prevalence of image forgery
poses a significant challenge to the
authenticity ~ of  digital  content.
Traditional methods of forgery detection

often struggle to keep pace with the
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models. The integration of SqueezeNet,
MobileNetV2, and ShuffleNet allows for
detection  while

accurate ensuring

computational efficiency, making it

particularly  suitable for real-time

applications. Through this project, we
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aim to contribute to the advancement of
multimedia forensics and provide a
practical solution for safeguarding the

authenticity of digital images.
ILLEXISTING SYSTEM

Existing image forgery detection
systems often
methods that

identifying

rely on conventional
may fall short in
effectively sophisticated

manipulation techniques. Traditional
approaches, such as pixel-based analysis
and metadata examination, face
limitations when dealing with subtle
forgeries  or content.

Additionally,

deepfake
some existing systems
may be computationally intensive,
making them less suitable for real-time
applications or resource-constrained
environments. This highlights the need
for a more robust and efficient forgery
detection system that can adapt to the
evolving landscape of digital image

manipulation.
I11.PROPOSED SYSTEM

The proposed image forgery detection
system introduces a paradigm shift by
leveraging the power of lightweight

deep learning models. SqueezeNet,
MobileNetVV2, and ShuffleNet are
integrated to form a fusion-based

approach that addresses the

Volume 12, issue 2, April/2024

ISSN 2454 - 5015
shortcomings of traditional methods.
This novel system excels in providing
accurate detection of manipulated
images while ensuring computational
efficiency, making it suitable for real-
time applications. The fusion strategy
enhances the resilience of the system
against various forgery techniques,
allowing for a comprehensive analysis
of diverse image features. Through this
project, we aim to set a new standard in
image forgery detection, contributing to
the advancement of multimedia
forensics and ensuring the

trustworthiness of digital visual content.

IV.MODULES

» upload images tamper or forge : use
upload button to get upload images.

» Then preprocess the dataset here
images will read the images and
normalize them

» Generate & Load fusion model :
Here we can train all algorithms and
then extract features from them and
then calculate their accuracy .

» Fine Tuned Features Map with
Svwm’ Is totrain SVM with
extracted features and get its
accuracy as fusion model

» Run Baseline SIFT Model: to train
SVM with SIFT existing features

and get its accuracy.
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In this paper to detect image forgery
author has used fine-tuned features from
light weight
SqueezeNet, MobileNetV2, ShuffleNet
and then extracted features are getting
trained with SVM and then this SVM

model is

algorithms  such as

giving better prediction
accuracy compare to light weight
algorithms.
Due to increasing technology various
tools exists to tamper image and then
tampered image can cause serious issues
in LAW and other fields and to detect
such tamper many existing algorithms
are available based on SURF, PCA,
SIFT and many more but this existing
technique detection accuracy is not good
so author training all 3 algorithms on
MICC-F220 FORGE and NORMAL
images and then extract fine-tuned
features from them and this fined tuned
features can be classified with SVM as
FORGE or NON-FORGE.
To implement this project we have
designed following modules
1) Upload MICC-F220 Dataset:
using this module we will upload
dataset to application
2) Preprocess Dataset: using this
module we will read all images
and then normalize their pixel
values and then resize them to

equal size
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3) Generate & Load Fusion Model:
using this module we will train 3
algorithms called SqueezeNet,
MobileNetV2 and ShuffleNet
and then extract features from it
model. All

algorithms prediction accuracy

to train fusion
will be calculated on test data
4) Fine Tuned Features Map with
SVM: using this module we will
extract features from all 3
algorithms to form a fusion
model and then fusion data get
trained with SVM and then
calculate its prediction accuracy.
5) Run Baseline SIFT Model: using
this module we will extract SIFT
existing technique features from
images and then train with SVM
and get its prediction accuracy
6) Accuracy Comparison Graph:
using this module we will plot
accuracy graph of all algorithms
7) Performance Table: using this
module we will display all
algorithms performance table.
In below screen code you can see how
we are extracting features from all 3
algorithms and then building fusion

model
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In above screen

o

red colour

read

comments to know fine tune features
extraction and in below screen we are

showing dataset details

In above screen in ‘Dataset’ folder we
have 3 folders where one contains
original images and other folder contains
TAMPER or FORGE images and just go

inside any folder to view its images

“w&ummmwm
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So by using above images we will train

all algorithms and calculate their

performances

V.SCREEN SHOTS
To run project double click on ‘run.bat’

file to get below output

¢

Image Forgery Detection Based on Fusion of Lightweight Deep Learning Models

Upload MICC-F220 Dataset I
Preprocess Dataset

Generate & Load Fusion Model

Fine Tuned Features Map with SVM

Accaracy Comparison Graph

In above screen click on ‘Upload MICC-
F220 Dataset’ button to upload dataset
and get below output

i

§ seectreider X |
vkt 2 201 > W #
Upload MICC F220 Dataset . [opr 0
Preprocess Dataset # Quickcaes

Generate & Load Fusion Model

Fine Tuned Features Map with SYM
Run Baseline STFT Model

Accuracy Comparison Graph

& Picures

 Videos
Performance Table .

o= Local Disk (£}
ﬂ vt

Folder: Datmset

H O Tyoeberetosearch

In above screen selecting and uploading

mABOL KB EAT g

‘Dataset” folder and then click on
‘Select Folder’ button to load dataset

and get below output
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e ey Decsen e c i n Lphegp g Lesmng e

Timage Forgery Detection Based an Fusion of Lightweight Deep Learning Models

Upload MICC-F220 Dataset

Preprocess Dataset
Geserate & Load Fusion Model
Fine Taned Features Map with SUM

‘Run Baselise SIFT Model

[ SR
In above screen dataset loaded and now

click on ‘Preprocess Dataset’ button to
read all images and normalize them and

get below output

'
Tmage Forgery Detection Basel an Fusioa ofLightweight Decy Learning Models

o ox
Ul

E-veakat UMy 22 Dataset Datase Lnaded

g

Gener Model
Fine Tuned Features Mag with SYM
R Baseline SIFT Model
Accuracy Comparicen Graph

Performance Table

b

In above screen all images are processed

and to check images loaded properly |
am displaying one sample image and
now close above image to get below

output

# Image Fargery Detection Based on Fusion of Lightweigot Deep Lesing Models

Tmage Forgery Detection Based on Fusion of Lightweight Deep Learning Models

Uplasd MICC-F220 Dataset

Preprocess Dataset Total images found is dataset : 220

Generate & Load Fusion Model

Fine Tuned Features Map with SVM

Run Baseline SIFT Model

ccuracy Comparison Graph
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In above screen we can see dataset
contains 220 images and all images are
processed and now click on ‘Generate &
Load Fusion Model’ button to train all
algorithms and then extract features
from them and then calculate their

daccuracy

1 imageForgeyDeecionBsed onFsion o ightighe Deap Lasring s

Tmage Forgery Detection Based ou Fusion of Lightweight Deep Learning Models

E:/venkat’2021/May22/ Dataset Dataset Loaded

Upload MICC-F220 Dataset

Preprocess Dataset

Generate & Load Fusion Model

Sq
Squ
Squ
Fine Tuned Features Map with SVM Squ
Skl
S
S
s

Run Baseline SIFT Model |

Aceuracy Comparison Graph

MobileNetV2 P
MobileNetV2 Recall : SL31S1518115181

MobileNetV2 FScore : SLOG666666666667
MobileNetV2 Accaracy : $1.51515151315153

£ 5200598200599
Performance Table

Exit
— Total fine tuned features exiracted from all algorithmns : 576

H O Type here to search

In above screen we can see accuracy of
all 3 algorithms and then in last line we
can see from all 3 algorithms application
extracted 576 features and now click on
‘Fine Tuned Features Map with SVM’
to train SVM with extracted features and

get its accuracy as fusion model

i

Tmage Forgery Detection Based on Fusion of Lig

Eerara Fusion Model Confusion matrix

Upload MICC-F220 Dataset

Preprocess Dataset Total images found in dataset ; 220

Generate & Load Fusion Model

Fine Tuned Features Map with VM

41T
56.81818181818181
SN 15

Ruu Baseliae SIFT Model e 9
e! !L!l!l!i!l!iﬂ H
Aceuracy Comparison Graph
E— : fon: 5209920
Mokik I - SLSISISISISISIS]
Perbormaace Table | Mobie e+ SLOGOGSES6GGEET
¥ acy SLAISISISISISISS
Eit

Fusion Model SVM Precision : 95
Fusion Model STM 5
Fusion Model SVM e 95.3684210526315!
Fusion Model SVM Accuracy - $5454545454545

Hen Forged
predicted class

#€9 +Ha = B
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In above screen with Fine tune SVM
fusion model we got 95% accuracy and
in confusion matrix graph Xx-axis
represents PREDICTED LABELS and
y-axis represent TRUE labels and we
can see both X and Y boxes contains
more number of correctly prediction
classes. In all algorithms we can see fine
tune features with SVM has got high
accuracy and now close confusion
matrix graph and then click on ‘Run
Baseline SIFT Model’ button to train
SVM with SIFT existing features and

get its accuracy

/

Image Forgery Deection Based an Fusion o Lightweigh *

Basaline SIFT SVM Confusion matrix

Upload MICC-F220 Dataset.

Preprocess Donet SquneneNet ccaey < W SBIISEAES

6
Generai & Lusd Fsion Model
e Tuned Festares Mg wich ST N
Ran Baselie SIFT Soiel el SLOSISISISIN
e Fore - SLAGKRGRGS6E7
Acrurary - SLE1S18181818183 n
Arcarcy Comparisen Gragh 3
Téal e tuned features estracted from ll algoriimes - 57+
Teoss Nl Fuin Mode SV Preiioa: 54 "
Fsioe Model SV Recl 36 ISKAEISSSS1A
it Fsioe Model SV Fcore <05 363110521159
e Model SV Acarcy IS ASASISAUSIS
Baselive SIFT SVM Pre F148TIH8TIT
Bacine SIFTSVM Reall <5
Basle SEFT 5 S
Busle SIFT§ [y . :
NanFerged Forged
Predted dass
#63 +Q=
Qo

In above screen with existing SIFT
SVM features we got 68% accuracy and
in confusion matrix graph we can see
existing SIFT predicted 6 and 8
instances incorrectly. So we can say
existing SIFT features are not good in
prediction and now close above graph
and then click on ‘Accuracy Comparison

Graph’ button to get below graph
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Image Forgery Detection Based on Fusion of Lightweight Deep Learning Models

g

tvz
v

€ in ]

SIFT
Shufflen.

usion Model SV
MobileN,

Parameters

#led o= g

Hgorithms:
- fccuracy

squeezenet

H Q Tipe here tosearch

In above graph x-axis

represents

algorithm names and y-axis represents
accuracy and other metrics where each
different colour bar represents different
metrics like precision, recall etc. Now
close above graph and then click on
‘Performance Table’ button to get result

in below tabular format

B 8 O eveanzozmeen x |4 v
O &

Bl 0 e o

In above screen we can see propose
fusion model SVM with fine tune
features has got 95% accuracy which is

better than all other algorithms
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VI.CONCLUSION

The "Image Forgery Detection Based on
Fusion of Lightweight Deep Learning"
project has effectively tackled the
challenge of image forgery detection by

integrating innovative lightweight deep

learning models. Leveraging
architectures like SqueezeNet,
MobileNetVV2, and ShuffleNet, the

project successfully balances accuracy
and computational efficiency in forgery
detection. The  fusion approach,
combining diverse features from these
models, enhances the system's resilience

against a variety of forgery techniques.

Experimental results attest to the
project's  capability to identify
manipulated images, showecasing its

effectiveness in the realm of digital
image manipulation. The use of
lightweight models ensures that the
forgery detection process remains viable
for real-time applications, making it
adaptable to diverse scenarios and

platforms.
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